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VERIFICATION OF ASYNCHRONOUS PERSISTENCE
IN FILE SYSTEM

ABSTRACT

The file system is the cornerstone of storing and retrieving permanent data, but they are
complex enough to have bugs that might cause data loss, especially in the face of system crashes.
How to write a bug-free file system remains to be studied.

Formal verification is the only known method to guarantee that a system is free from errors.
Currently there are many outstanding works in the area of formal verification, which shows the
feasibility of using formal verification method to compose complex systems. FSCQ is one such file
system which is verified to be crash safe. The later work of FSCQ add support for deferred
durability. To study the formal verification method adopted in FSCQ, we choose sosp15 branch of
FSCQ as my start point and implement my version of asynchronous persistence in file system. In
this paper, AsyncFSCQ, based on FSCQ, aims to (1) support deferred durability by adding a
interface, i.e. fsync(). Compared to FSCQ, they modify all the internal function interfaces to support
deferred durability and we use the original interfaces to do that. (2) A precise specification of fync
API is brought up. In FSCQ, they use metadata-prefix specification to support more complex
optimizations and we adhere to the original specification framework. (3) The implementation of
asynchronous persistence is proved to meet its specification. So we can ensure that AsyncFSCQ
will not lose data under any sequences of system crashes. The evaluation shows that AsyncFSCQ

outperforms FSCQ by an order of magnitude.

Key words: formal verification, file system, deferred durability, Hoare Logic
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VIR, — 8 RESENHELE, B4 HER BILRA ST N ERE, 580
— AR, exEHEXHNEE.

—AEAMAEBL AWM T: (1) BEICHRE RN RN —NRIETFR A%
%o (2) WFFAZRAE S R IS — AR S A, HACE R4 HE % H R in—4
FHhk /. (3) MHELRERGRTHEN, Eo R — AW RS R B
HEXH, RGBT RUR B HERKE, K5 R FES SRR ES, (4 H
L RGH H B i SN B B SERRIORESE RIS, IF R R IR o R AL B L
(5) i, BEGANRZHIEW AL, HRBFRE L. (6) TR MmN 2505 i of B
JEE, #EBAT IR IR AR AR A B K B BRI & R H SRR, BRI (4)
AT -

IR IE R AR T — A B B AR ST ST R ST R (R AR o SR T PR
R TR AR K, BARYKEE, R NRIE T A7 3 A S0 B 10 S48 4F
BEATEETHERE A B B R AR ) S R BB, X R I R T R A T B R JE K
PN BERE (G IR 2D HE) SRambI AT . XM, EESFIE, A ERRHhe
B RSGFHBIE, SR KEAE, BRI EAHS, XNFESRGEEAHIT—
B, Bk T —BURDIRAS ;s 358 2 5 (EAE P 58 B2 I 2R 46 ks S SR s B K R,
FHHBAEPEEHEAELE A SFE, XA R EEFPATIRACEAE, 2BBHZ AT
(RS o

XANFE A 35 P B R 25 55 4R A DA BRI BB A 1R 4 1, 5 N BN R
PR 75 2 58 VIR BN (B UCRTRASER, PRI N 25D FDYANEERL R 2D (FE
PHIR B A BB 2 BN Z 05 ) o IARIR B S 3R 8 2 S T — e I A K el 2D i 25 #5113
B, i, 7E Linux B9 extd SCHRGrhsel 7R M A&, HiR%, AERIBAHE
FEH, WFPNR.

2.3.2 —Lfifk

(1) 3EIRMHHE

HERGIRZTFHS G, WUBENHHESRHE, B (4) #HEHIT, S ENFES

7 0 3t 291



& e > ; 4 D /
@) xExdr
o€/ SHANGHAI JIAO TONG UNIVERSITY YHRZSEEHANWHWEIE

BEZMZFEKMEIHES, BB, TR HTE%H, ZFEZAHESHN
HHEBREAGE R, LB (4 (5) #E, #tal LG RA 4 MR 25 kg4~
BN, (RIS 55 R i R IR B8 e DY IR B R

(2) MR

HERG A ENFT BRZANRFHAHBEN, FAATE IR BAF S, B (3D
IR, BPAHFZMBERENFTIRAE, SRS RERHHIT (3 #1E, NEIFNHE
KR —NRAE, HIRZAEZA/NE S 2 MPEE AR R DAL bl & H 2 N HEHBAN
ek A NI

(3) HERLF

WP AT IS B A O H 2% H AR B AN, AT LAYES H & 2% H AT B 22 He 2 [\
B — R R . HEREAE—B DA R, NANHSW RS RA k. kBT
FE ] DLd I v 5 H 3 2% H RS AN I8 3 5 A7 i 72 32 58 P AR 56 AR AT LU B e H &
2% B2 G eI E & 5 H E IR FE L 1 H %S,

(4) HEFZHEAILRE A

i H B, CHFRF U SN AR BEES A USRS, AREE HENS R
g, monHdE CUEEMEMERZE MEFRNREEHE. Y558 EZFEX S EHH
i, H &SSO U RE— SR RIUE: B fsync il fdatasyne, IXFERTDASRAE
T I Ath ST AT 0 B BT RN ST IO o TR T A HAS SRR 1 B Rk RT PR AR AR
U vERE . RORZHSEAE RN H & 55 I B IR BT RE AL (o A T oo An Ak a8l ), B BAFRAT]
fEH—MZZ ARERF R EAT: EIRE N,

AsyncFSCQ H Al R SEZBL T IR A AL IR IERPESEAT TIEWT, J5 8 TAE N SZBL T Frf 10
Pedt, AT IR R R 0 TAE b SE B AR AL . PRACI SRR LT Coq HMFRIE S, JEH.
XPOARIE B 575 ZE i gh H — AR Bl B0, B0 CHL RIVOAE S8 2 5L T8 /KRB A 7y
BB, IR N SO AT 2 A AR IX PR 4

2.4 Coq RIZ

Coq &—/MEBITF, BBMEFKEFIEH, Fal2mE LAWK T, RJEIE
BFE 7 5 & B S . Coq ] LA H B MARHD AR B RT AT IOFZ /77, 140 OCaml BR#
Haskell HIYREACHS .

JE M R AIE B AR LAAE [F) 1038 5 0, XN IIE S (CIC), Coq HHATAH HIZ 4
FIBr bR FR R EIW, Coq MIAZ A SERR b —Fh BB A HE .

2.4.1 Coq ZRFEIES

Coq XTG4 AW, —2KE Prop B, 55— Type KM, Hr Prop 2% Xy &l
AP, ELinvA B: Prop,AAB = BV B, Type NI T R Hud BB FIA A 45 928, L
WMKRHZ = 7+ Z, Coq H)—NEIRFAELE T Prop KA Type ZEMYHATRT LU FH 28 VA 1) 77 2K
E X o MIRFEIIFAE KA, Coq RZEMLT Haskell A1 OCaml, 2 —THHAMILIES, OF
PIRFAE GNP AN By B 2 PRV E. BH . A “RIER” IR ESCURESSE.

2.4.2 H Coq 1

Coq HLTHIUE BA F T 52 FH P JE e A FH SR 1 5 SR SE ), FH P mT DA BEURR BEXHIE B (1) H
B A5 FH SR B 15 5 R A 181 52 R I

2.4.3 JFEHEREFER

1t Coq B, 27 RIUER, FRATEUEHFIN Gt B —NAL, FRAIAE 155 1F B A fie,
SRR bR AR AR SR EEUE B B RAIE ORI AR, X R I BE R R R A, TR
5 MR S br bR R B B A 28 B e B .
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2.4.4 Ltac iE S

Ltac #& Coq B —MNFEMIBIE S, ] Ltac AT LA 5 REW B 2 RIEH,
FCR SR SRS, T 25 E B o — Lok B ), X BL R B0F B A2 % Ltac WA At 2 —
BT, Ltac BARAESHBHIEI A1k, (ERIEHE RN EAN T FEhEHSELK, &
AR AE 5 AR H A R B — A4 R

2.5 FEFIERM

EREEE RGO R T IRIER R S, BB R X E R
A e, PASCHRN T AR RRIRA 15 1] o
2.5.1 E/REH
BRI RN N E R =ndH, AR T — B AT 2 T AR T SR
RE, EBI/R=JudE UM
{P} C{Q} (3-1)
Horp P XS RETAERR Y C IsAT Z AT M R R I BT S 618, Q RIGE KM, T IEH—4
G2 R, AT AUEY], R P AR C ZATR ALK, FATLAHEY] C #4722
Ja, R Q RO X TR, JRATA AN FE A HERE AL -
{PyC, {Q} {Q}C;{R}
{P}C;; C, {R}
Pi=>P, {P}C{Q:} Q1=0Q;
{P} C{Q2}
(3-2) ZREMEIEB M NINF SRR H S IVE, (3-3) MRHERMIE, VMR E
M ERE M55 5 B A4 (R REHE AN
2.5.2 7R
BB T A 7 mE RAEAS A At 22 ) () Qe 4D 8380, BT DA A7 25 1) 58
BRA R IR R . AP REOE SO HBIE BE MU e BB A X d 2 — AN RO
bR, XA HhEAE & H T A Mk R A E X
domd = {a|d(a) = Somev} (3—4)
Iy BRI EAREE R (D ZWE, FoRRIIEERAERIME: (2) JEIKR,
Hifa - v, BWiE bk a Z2ME—A L, HbEF AR v (3) EIEEET (%),
B PN IE 1 P AL Q, B4 PHQ o B2 A7 i 22 18] AT LA 2y NS BAFE SRS (38, o
—EEE Py L Qo EATHEE RIS T
dEemp < domd=20 (3-5)
dra->v ©domd={a}Aad(a) =v (3-6)
dEP+Q & 3d,d,domd=d,-dy, A dyFP A dyEQ A dy Ldy (3—7)
Hrbd & P+ QRRIRAFEE d £F55 P A Q IX/NMEI, dy L dyRoniZ&domdy A
domd, =0, “.” ZRRHEKEGEHIT.
B T ERIBHE (3-2) (3-3) BIAREHEERM AL, 73 B9 4510 RE 8 SCRF 25 A4 N «
{P} C{Q}
{P+R}C{Q*R}
SRR E , R — AT R AT B AR PORIE BT Q M — B At ) bis
17, A eWa] Lh 4 s A7 46— B R IR0 E 2602 P« R ) LigtT, BT
J SR B A 2 (AR TH s 2 Qs BAM IR 8 70 2 1A AT AR AT 38, AR T &2 Re
G5 R R0 R 88 AR b SRR R S R, X R HRALIE B () SRR IR A, FRATT AT LAY I B
BB AN [FB 2 AR CEedn, RG] R XA B X)), AR )5 22 A i eAT 140 3

(3-2)

(3-3)

(3-8
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f&ﬂéﬁﬁﬂi__ﬂf EAT LR (tean, TR,
I IR AL T LS I B BRI B Sh Ak, Bean, DUTR O — SRR BE A SOV AT TR
ITES, Bl AHE P A Y R B O — L T

P & Pxemp PxQ < QP PxQ*R & Px*(Q*R)
P=>Q R=S P=0Q (3-9)
P+R=Q=*S P+*R=Q*R

=il
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BT REFAUE

TE AT UF A% O A BB WS UIE B SO R GUFE IE W B VR AR Be 0% 1E % TAE, HRaets MATAT
AIRE M B R B — BURPIRES . AR IEFEPATHE R T, X RA TR BT EILIE R
SYBCI B SR BRI 2S . WIS EEER IR, B0 A (6 2 88 R [R5 5 SO 4
WA KA G TOVERE . DLRTRY TAE LB, Linux WAL TR SO R G IE WIS AT A &
G T A2 L R

T BEREAE A S RGN SE L A AR, FRATE S L AR S IR B,
AsyncFSCQ i ] CHL HEZE K B s 7 20 FE AAL RIS, CHL HEZEHh FSCQ i, ERET
E/REHEPY R, VRS, ORE T RO, Bk, B A K E AT
X, R LR AR VFIRATE BRSBTS, JE H SRR AT, AR5 — B A DY
48 CHL HEZE, SRJ5 7628 T /R AT anfar 8 A CHL HEZE .

3.1 WEER

CHL & Fl Tk Bl B B AR R T TR 5 1R 1k, KIR B 2 A I s, RS
5E SO EE RS 3 A 2 1) it o B, L r R o AV T PR 5 AN 2 U B A 2R P

B 58 SR PR 5 RO, — A8 00 ) AU G ) 2 S D WG AR T o B A 2 BK B
SEH BA WIS 0 X REGHEEL SNSRI ALL, FOk SRR 2 8 G E A &
A7, I H R AR UK S 85 R R E AT A I 2 R X 260K 58 BN 5 R B R . B B B2, il
FLIRBN A8 ] DI IX 88 5 HOF R AT BN DS R e R RSB B, R
& BE N T B FopT B A, (BRI RGBT EH R 3, AT RE & R BRI 2 AR Ja &
BRAR T HLEL, ERZATNE A . MRS IR 15 5 R, POV R,
XIS G R B b, WAL FD B w] LRROREAS A7 R 58 U 5 B4
RIS H & R ARG b o (R WAL R D AR RORRI N2 AT RE A e

N T BRI P BT CHL F — AME SR A — DRI AR, T AN — AN — 1 {E,
EER - DMIEEMERES, H (v, ve) KEoR, b v REERZ ML S AH1E,
1M vs 52— RANNZ BT EANNE, BURGRIRBE v A vs F IR —ME AR AT fE IR
WEAE b o TGS FD IR RRE vs N0, BHIESHMBERBZ )G, S0, XAwER
HUEAR R 1

CHL BRI R IR T 51, Wi, ERFEMRTCE, RULFCTREEAN
MEBCE R RTE T A FFEARVFE DB N R R MER BB, A2
RPN B X, I HIX AR 2 SEBr i i 04T D9 AR VL S, B RERE AT AT 4KB 1)
A IX o

3.2 ERRFM

e T AP HERRR, B RGBT DL, TR GUst T DU R R AR AN 5 B
RS MO T HAECIRES (IR, BURFBE R G B, FATRE 2 BORS IR T RE A 5
IR -

BRIZHE) =7e4l (P} C{Q} IR AT UL M T REM BTG O, BRATRIERE C =t — &R AW
BRI B AL, (D, WAL, WA, WAERFD), HEHTHUE IR, Xk
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(2 fERE L AR AR AL IR, 91 30T A S B C 7ESL AT — AL 1E, AT f5 A& 1F O
AT A AR
R T R T B A7 AE 1 SRR CHL 438 AR AR e/ L 0 4 DO 2 4
5
{PIC{Q}R} “4-1

Fob Q RRIGE AN, HIAT C U B IR T BTSSR RS, T R 24
R C AT R T A A M DR 25 0

i, P 31 b RAR A R FSCQ HBAELS OMUTE, 7R CHL B, SCEEHIVE I Coq M9
RIS Ry, Tl HRR R — AN E A5 M A. MR (4-1) P4l

SPEC disk_write(a,v)

PRE disk E F xa = (v, vs)

POST disk E F xa - (v, {vy} U vs)

CRASH disk EF *xa = (vy,v5) V
Fxa- (v,{vo} V)

& 3-1 FSCQ 5 KMiE

FSE R DY AN A 2E i, Forp 28— A7 X B R R ATHEEE I FE 4 AR, disk_write; HATE
FAEFE AR LA E L a b TR IR OB R — NMES, vo R EBOHT S NIIHE, v UIFRIR Z R
BENWAERITH], B a LAAMAHRERE R RS2 Fy HJE B &MU 2 a DLAMOE K IH 5 2
B F, ®ABY, mihhh a B8R AERES TR, SEFRICER Ly, HIELE B Fog
MR H; BT RS 2 — DR FEME, HEELARR THENIEN, BARE %, K
UL AT R R AE RGBS A AR, — R B XIS, SR G BEXFRE, @ikl
B AG B AR RN R R T RGN AT RERI T ACRAS B R 0 5 0 4506 2 1
il

Rl 5 5 I RN U B IR R B T SRS AN ATy, WEBESEPR 1/0 Rl LA R A,
WERE 'S AT CLE B HE T, IXFERERE A B R IR RE o 2 BT DLBE 3 S 1 R R A8 PR i Py
15T — A bk 248 ) — AUE A& —AME, 48 1 —ZUE R R G0 R g, B R
{EL AT B8 2 BT (SR ANMEL, TAS A bk 2 [A] AT G 2 2 AR —EURPIRES, IXR I TR S
BT T BT o BUERATH — AN ML ) — AME SRR B TRAT G, 330K R I FRA o h
EVAFEP I AIEAT, AR EASENEEY, B R b, HIXFE TR a2
KKBEAK

CHL [ it 5 E A — N 1 b T7, AT IR 102 R G0 it 2 AT RE R IR AS . A2 R
G2 G . TR G, CHL MREBLRE AL, AN HOks IS 5t 2 T 46 & i 3 —
AME, BlanfEE 3-1 H i an B AR, BRI a Hibk R R AT RE R — RAMENE S,
ANTE—AME o JEFERE I It A AR B BT B — AN R I A SR, R S 2 R
BAMRIE B &AL B, R 3-1 1, Bt R A B AR R B A A Tk
(o TR A 5 2 IR AS 7 B L 2 (0] o it B, (75 S A 5 i B AR R R S B A
FABE A T B H Bk

5 H A I T R AR S B VS 1 792500, CHL SR IF & A OB ISR (RS N BB AR
FF) a5 e BEMTE (i, S HRALE A ECRT %) . 3 T E U I AR 0 R B AR S B4
Pk 7E CHL W1, JFR N GRS AU REA I R G 5 0 it 5k Sebr b, oot 268 8 LUl B 4%
PERN G B 2% A B T B
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3.3 Zigthitz=(g)

AT ULEE T CHL el 48 58 5% T WA N A B IR, (B SO R Guil i 75 ZEAE FL e
RPHFRIBHRE R . FEXT Unix BEIE) pwrite RGP, ARZRAR RGN %
FKAT disk write, BT ERNZHER SN AP mEEME, 0L LS b
fH. BIEEMMEAR ERIEXNMERBZERM . B0, FR pwrite nJREFT Z UM, AT
AL T —NH B, AR T inode, FIREAAC T —ANIAIEEHL, FHBLL T — Ee0s Gt
TR RS B R . G S X PP AR AR Y 5 e, X AT RS SO EIE R —
MRIIIE, TTHEFEERBIA T,

T LA 7 AR A X P m A S, BATTI SRR, X e dh R ) VF 2 M v R B2
B A (] 50, AR LA S B e N A bk 2 1) SCRERR 51 2 R SR 5
SRR G bRz E] s A SO, M RS B B E ik 2 TR H SR 2
M BN R 511 T b 22 0] . BT AN EE, CHL ¥ 7 O0 TRER HES Y 7 25 12 4,
fEAFHIE P2, REARIFE B 77 AR IEE WS, H sl 48 SO1F A 28 1 58 v 2 ) ik
(A

VE B f k23 () i sz 5), RATTERE inc two HITTEAIEFE. inc two RIAMIE —ANE—
AN H 7 [ ST P AN B AN BRI SO R G R SE R, AT AN 2, AR
JE R IX AN AN —, 5 [ iz B H & RG R HER Llog begin, FFUA— 1355,
H log read KRG, AJEH log write REHHE, HJ5H log commit RHEATIX N5
%o BUWAEHAT inc two WEBFRAETREMBIFHETED, HLRA2IELNT
log_recover XMKEFEF, WRIEWE IR L ERG HF, WEBENE, EiT
PR FRIZAT » R _FR R R L FE rT R Is T4 Tk RAEWIL, K% log _recover 58K,

HBIR ARG RIE N B NE AR A, BEAMBEERE, NEETT 2R AKRSH

N==R
1t o

Def inc_two(al,a2)
log_begin()
vl = log_read(al)
v2 = log_read(a2)
log_write(al,vi+1)
log_write(a2,v2+1)
log_commit()

B 3-2 inc_two HIPNAREG

9T AT B, A MR AR () H & R G0 A 2 R AT A 1) Al H B, TR
fERAL TN o

inc_two HIRIYEUNE] 3-3 Fruw, FEos 1 ey fd FH bk 2 (8] R 45 5 (i vl A VG o RIS 5
AN T2 6], start_state Al new_state, XM/VIREZ HERGHRALAZHE R HAE
], X e 3G AR bk A3 A (1) 5] A4S TT R N 53 AT ABRIR — >l B BRI, SX AN 12 56 Hh ik = )
BRI —ANRP R RG D, FiL, &ERIF RN A LUK K 2008 K JE 1) 57 250 e 1 48
o
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SPEC inc_two (ay,a;)
PRE disk = log_rep(NoTxn, start_state)

start_state & F x ay = (Vy, vsy) * az = (vy, vs,)
POST disk & log_rep(NoTxn,new_state)

new_state E Fxa; - (vy +1,0) *xa; » (v + 1,0)
CRASH disk & log_would_recover(start_state,new_state)

K& 3-3 inc_two HIFTE

BRI, ERTEZMY, a; > (v, vs)EH T HERGFALRZ R 1 sk 5
|, EEEXRMEY, ay > (v + 1, 0)EH TEBHWBIHAINE. EWEME—F, X
Ak S (A2 A EE BIME w2 . SYEBEARPZE, BdHERRE N ZHEME
HRAE RIS — N FP R, RUREANRIE R G, REORIEZE S Ntk i f 48 el 211
b, RS B AR, RATE B B FP ROE, 1K Z 4 SR F AR R 15 2
SN EM R, X R 5] A HhE 7S (8] () 4 Ak .

T AEAF TG SN B, FRATTL i IR AR I R b A (A g a A v ERE L, R
IIAE Log rep H438 Ik 7 [ AN SERBR () B pE B EH oKk . BN, FRATHE & R ARIRES W e
FAABTERERE b, LR e a8 AR i R 3 B KR AS ke H B A B B 46 RS . @i
log rep HIIXJZEAL, XF 18 56 M bk 2 [A] B 8 1A K 22 A8 B0t P PR A ok, I HLRGR 1 —
L6 T () 20

log_rep K &ACRAEMIEZ B NS H, HERGHAELH LD RARE, NoTxn £
N ATHEAL A 5080, HERGPIETRAAERPRSEIEHESZ LT ActiveTxn IR

A, WRIRESTHRHES A B RA S KEENFY, AR5/ FlushedUnsyne KA, Fox
WIS TFARENTRAZ 55 IR, B e dt A A b BRSSO 21350808 22 o X110 H 350 s X4
i, RAESRIRNIEEA R BIEE L, SR)5 2 Flushed JIRZS, Rl 246 7 —IKELELF
A, BATH HEREERE XA SR 2] 7 s AR5 2 CommittedUnsyne RS, FaRFA
MAER LTI G B TR IR X B, [R5 R 2R AR5 2 Committed IRES,
FoREZ YA F B AL E, XA R GENE S RSB Ft s a2
AppliedUnsync IRZ, FRILERIESAF X B H BN AL N H B EER X, &5
AppliedSync K%, FRHENHMN TECETERME TS L, BANFES BT
log rep &6 HE RG PR NOZ AR AEDH 1) Sk Y BERE AL ERRPIRES . (EIE
b, BATHF S las E predicateR /2 hE 2516 1as VLECH: & 161 . Bt— AN B ARG
BlFimE, BATHEE NoTxn ER, WK 3-4, —DNEHSPPRE T, R UNIEE
0, start state AU,

log rep(NoTxn,start_state) :=
CommittedBlock — (0,9) *
start_state. equal(empty_state)

K] 3-4 log rep B NoTxn IRZ KD
inc_two A2 1M 1og_would_recover iR 1 BT W] BE M A IR 25 MR L 1 it
IREEAKE F start state, BAKE F cur state, {1 log would recover, A%
FER AR RIRTSCTR I H E RS\ FOIRAS, IR RS )7 AR I T IX MR IR 2 IR
VA AR AT RE R e s b, 7E log commit Job % B 10 (%) AR i 1 )
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3.4 WEMITIENX

HENER B IFENEN G, ESERE EFREZA LT KERTF (N
log recover), Atz AIHLIE 23 18] Fo VFFRATT 48 8 TH ENLAEPAT I A2 o mT Be 2 i ot IR
Ha, FRATIE T E— Mk IR IR ) 77, GRS IR K R G it . B /R IZ 4R
BARME—MIE, AEIRATRENE Rk — N IEH B AT I R b, R I A5 Bl B W] e R
HIE1T .

tean, AV — A E R A sn ) 11, WRAE A log commit Z i,
inc_two Ailt, ¥ARBHXS log write A, WIRAE log commit H AR, ZEAFTAHM
IR NAERE b, EAHRA . BRI AEME, HERG USRI E 18T
Log_recover KK AR HF LA TE, AIEAEIEAT log recover AR E KA )G .

log_recover IREIIE W 3-5 Frw, BEfe i, N5 log _would recover (last_state,
committed state) AHULHE IR TG, log recover &¥4H 45 IR S| last state B
PRSI 55 Gk S AT E committed state. M4k, log recover IR RSN, Hike
AR i S RS T B A, X AU log recover LERAT I FE BRI 22 IR o

SPEC log_recover()
PRE disk & log_would_recover(last_state, committed_state)
POST disk & log_rep(NoTxn, last_state) V
log_rep(NoTxn, committed_state)
CRASH disk E log_would_recover(last_state, committed_state)

&] 3-5 FSCQ & log recover HIFIIE

N T 235 1og recover FEIB R il JaigtT, CHL &4 TR EHATIE L, —MBIIPAT
WX, —MEFIPATEA AR RIRE, BEORESEE B SEORE, IEHATIE X
M2 B F AT, Hh—PMRIEEEF, 75— =_WERERF, FHELE 4
Hin, —MRBURES (EFEETF BT 83 —MRKEIRES RERRTF TEHIT). X
PR IR T IEF R 2T, HWR RS, eRITRETRERT, WRHRE
R RSB, AATRETR E 2 RIS ITIRERE T, AR BRI

BAMKEPATIE LI CHL FIyE v AR IR A

{P}C = R{Q} 3-1)

Horbod RoRFE 7 C FI R BRETAT . 1ZMVEFR Y, R0 C 7E3 AT & 2%k P NI4T, JF
HAE RGAE C 80 R A & W BN HAT IO SRR R, 124 C B8R Z&bm, 254 Q ¥k
o

Kl 3-6 @/~ T W fE <53 R inc_two MG LLEFEM B AT, FEFKMHER, W
Hinc two FEWA MBSO T 5E 8, WA RE O A TR, siF BB A B, X
—ERBRRAET B, BITRERTZEIEE] T EIRES. IRELE status TaR RG 2

SPEC inc_two(aq, a; ) ™ log_recover()
PRE disk & log_rep(NoTxn, start_state)
start_state = F x ay > (Vy, Usy) * a; = (1), Usy)
POST disk = log_rep(NoTxn,new_state) V
(status = recovered Alog_rep(NoTxn,start_state))
new_state FFxa; » (vy +1,0) xa; » (v, + 1,0)

& 3-5 inc_two KRR HAT I
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—UERRE YR SR, X —MRGE BORES AR 58 BCRAS B RR A AT B 8 1)
VG . 734k, inc two VK E AT VG A Bt 564, IR inc_two S i, WiF
FIz4T 2R log recover ) ZJ5 o

XA RBIF, WEIERE R K2 log recover O, HEEVAEHERGZ LERT
ARV RE e LMK SRR %, BN, SR R G R I R 1 S MG 152 DU
R ARERHBMNE, AR5 HIE1T log recover ().

3.5 REFAMHISE

FERTT AT T IR 5 NIRRT R B e R AEENAE R, FEH AR - iRt
fsync M fdatasync % R R EMEL FPEAE . IBEBE AN SR Z TR M TUIRE, 4
THEALB B, AR ARES T DU B E LRI fsyne Z G REMIRES . BN HFE
P AUE ] fsyne SRSCHLE B IR Z 2, B DLIRAT TR 2 —FhfE SO RS0 0452 D 900k
EIRFH N A TT

3.5. 1 MBS

HARNKE—TF fsync M fdatasync MfEH, B 3-6 w7 — AR
fsync fll fdatasyne I .

tmpfile = “crashsafe.tmp”

Def update(filename)
f = open(tmpfile, “w”)
--(write files)
f.close()

fdatasync(tmpfile)
rename(tmpfile, filename)
fsync(dirname(filename))

Def recover()
unlink(tmpfile)

&l 3-6 N2F LB I %24 1) 07 SO H A A ARG

update (filename) REFATRE RGMIFLE, X4 filename HISCHK BA AN Z
WE AR, EASATEEE A HREYE XS A H R X M RS . 8 TR AN E
P, update (filename) 1 5K 8 5 AN Im i SCfF, AR B S RGBT HE S S
BI5 2247, B LAKSEEOR S 250 BRI EA 2l A&, IF o EuRE vl R ok
CER Rk Ve 73218

— H update (filename) 5¢ & [a) I IS SCAF 5 N B4, ARk A fdatasynce 38650 R4t
W G2 P e I ST A B s S B 2SO [l G2 A Rl B 48 O HLUR H— AN 5 N PR .

fdatasync J&[Hl 5, update (filename) ¥ FH B iy 44 5 46 S 45 SCA 5 37 (1 M B ST A4
TS R E dr 20 T B2 m 70, ImE SN CeEmE F, R RGN
B R, BT S ME R F N A NS, &/ update (filename) ffH fsync
HE SR 2 H 3z, DMELEREI, R A] DA OB 35048 Re 9% 76 1 15 IR BE T oK.

WRAEHAT update (filename) (IR RS0 HH I, WL AUEIAT SIF RS P ARRY,
FEIXAN BB A, B IS SO AAAE 01, PR ARSI ZE MM BRI s SO, B an il
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I SCAFAEAE, A4 update (filename) WA Z0AEH A AR i, PRl G JERA8 STARTD ARG L IH I A 25
XA RE Y R VF R I YERE, IARR T fsyne # fdatasyne ZAMRFTH R4
AT LU R P 1. X AV SO RGEHEIR K W A5 16 H SRASCAHE B, T Fo Vit & ) 5
e DRI ST FR G0 0 v R S IR 75 S i G A R S WA RO Bk, — N T
fdatasync WA, 5—"HT fsync.
3.5.2 RPREAMNFTECHI i
MAHLIE A FERE, — AT 2= B4 O] Be 2 fo v B R P44 BT A 5 i = 4 R F 3
RFRANFLE T, ZHESNTTBETANS SN H S, BARXEA T NHEF T RN
DU AR, (H 2 REa% DL 22 42 1) 77 2 00 E0d B 52 3] 1 BR |, DR Ry S 5 55 00 2 RE 8 TSN 1
fit B H B X, HR SO R GOE A [ E RN H B, 8 S SRS A )
gy, bR b, MR AR K H— A RN HE TS EAE, WS RF L AKE XA
BEAED R EZANFS, I RECELhr 2R HIEESHME A
POSTX #r i BL TR B0 BRI 1) € X fsynce Fl fdatasyne BiZEAWAT RN, —NMIUHRE
Sy HEE T AE T fsyne AT HRMALHE . boan =5 18T i i 1.
B NNHEA T rename ( “d1/£7, “d2/f” ), S8, NAHEERHT
fsync ( “d1” )M EARFEAM, N THEREMIEE, — 55 POSIX Frk i SEBL R 2 Ay
E H RN BB CEean dDD, RS R Got v] AAN R ST A0 H s B IFAT I 3EAT
fsync FIRA . SR, FEXAMI)F B, FRAT AT DU E 2S04 £ ) 289 25 2 1) I,
KA d1 8[R8 3 7 g b, (B ReIL A HIAE d2 BB, Koy d2 83 A #R
Ao B, iR fsyne TRBZ —NSEHHEF, RGN B FAH KR EHE FF AL 268 5
b, RS AT RERR S IR L TR RE,  H R AR B AR SO R GRS 0 e A MR AR
RIXE T
KLt 1 ReWS A4S T R & Re e A AT R it 2 AN A, SO R g nT sede it — A4
WAZH fsyne 810, A%, F£500 BSD REMIE X —F, FrAMcidRglE L g m D
PIWEAE b, ST N S R F 28 1 07 SR B o SR SR AR e AN 75 O
fEH & EVAR fsyne R 7, (HATLUAR L, SXFRAL I IR AA AR 1) ) 2, T A B4R A
TLEARIN A, ERERESIRE (Hnf@E s —A> tar B,
BRI WX AN 7 Y R S, 3RATT 7 i vk Fsync B FHZE H % B0 ) B, 75 e MR AN
PRI AR 5t 22 4 1t 7 TS B — P45 .
Ja 2 TAE 4t B an F
(1) fdatasync (£)$F £ EdE 2RI 2008 L.
(2)  fsync MIEM 2 fdatasync H)—AMHE4E, BEREW K ToE0H il 20245 bt REAE 4K
Pl 20 B, R, fsyne 2% B JoEs #ORE 2 M A B, B, Bandkdr]
WH fsyne (D), ABRNASFEESE A, T EEE A 1) 7CEERE 1R 2
WA b o
(3)  RBMEZ, S RGRE AT SO B B B el 3 /2 Bir a1 o3 2k 47 ol i 5
BAE . XAV RGN BER B NI AT ELT . fEmE G, JoEdEnE
BRI R a2 — O, T B i R AT RE R ML ALY
3.5.3 RAEREAMKIITE
AR, FATFE BRI — R RA RN R PR AN . XT3 RGN D RER
., BATE BN R R ARSI T 20, ARSI, X TR iz e}
REEAENAFR, BERARBEIER g X, HRARMBWEE, XA BRI R
] LR SR, BRI )i AR AE N F B A fsyne BIRE, X% 208 2 R/
RITHI A EY e — R R b, $E58 I R0 S i () 52 5 il — %

17 W OFE 29



(D

(2

- x> 4 'Xé;
/" SHANGHAI JIAO TONG UNIVERSITY R S AL

RO R TAERTERIEL, A HOPE A T

VTR, B FAERE Fsyne X EAEREAT R ALY, TESCERI# 7, AFEHE
O HBLTe Bl B Bt A — B O

AN EE IUAT (R S5 BEAT R B G AR RV A AN SR B e v] AR T 22
AT AOARARD, X RE AT DU AR AR D X IE I B 2, BRKAE T — B

2R, BATHIINVEAAAE LU — LR R

(D

(2

ANBE SRR FH AIRLIEE (6 SO I B BEAT RF AAE LA, LUK B 75 B B P2 5
LS ETTINES S/ A

FEN TR A AT, P MFESHBSUAE T AT, BB &
SR, MAZHITANFFHEER BURFDFAMN T HEmE e i
GINETE L

THEREEATH fsynce $8 € BIFRTE

SPEC

PRE

POST

CRASH

fsync

disk &= log_rep(NoTxn, last_state, deferred_state)

if result = true, disk = log_rep(NoTxn,new_state, empty_state) V
if result = false,disk & log_rep(NoTxn, last_state, empty_state)
new_state = replay(last_state, deferred_state)

disk & log_would_recover(last_state, new_state)

B 3-7 fsync BJFEYE i HA

1 fsync FIRIYEH, ATE KRN, £ fsync 28T, R TR ZAFHZ XA T
B, XM G — AL | deferred state W1, IXUEIG HAIAMEENFE, WERA
o YETHAEPPIRES LT last_state IRE. JFEFAFEM, X fsync MRS RHAT T
R, RN fsyne I T, A deferred state HIH R KB A E 24 FF AL
WAL B, KRR AN — N HRAS new_state, RN fsync ¥&H I, AR IE 2R FF
JRREPRE, HRFAEENGFTRNEIER 2 EK, HIXTR empty state. f o £ AT B 561
B, MEEAWRER last_state, HAPKE F new state.

BTSRRI S, HEZMER/NEIR, J 512 AN, BRIt SRR 8 55 55 0 i A 1)
B ReE 512 MR, — Bl , MBS TIERD), XA R
T fsyne 80 Rl B0 REE B, MO H =18 .
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BT IERRSHEAUIE

Al — B 7 BATWT-BE 7D R AL, A ZR A A EATIE W SEBLAF & A
£ CHL HEZEHF, — MR E BT U2 A AIAIE B Sh AR I JT AN B3 BIE W B4
LB AR B S 4 CHL e A 5HIE B E B4k

RIME AT R B E Sh A A5 B, RATTUSIR 5 ZER B T30 TARREEATRAE . BUVHIRZ 7
ARETE R B, BRI 1 B a4 A EATUE ]

4.1 JERABEEE

NTWEM L4y CHL dnfr gt AT el B aitl, BATESEHEE 4-1 R0 00— DRI
fsyne AU LA 4-2 Rom IIE W] fE .

Def fsync()
log_begin()
log_flush()
log_apply()
log_commit()

& 4-1 fEi4H) fsync SEIL

Bl 4-1 BEERIZEH log begin FFUE— %, REHATHSIIRAERE, Bk
log_flush 26 WARIRES th RS SUR B0 E: B0 H E XK, SAJ5 log_apply ¥ HEMN
FEISEBR AL, B 5 log commit 58 B 45 MIHRAL

Bl 4-2 MR X AN RE P i, AR AHE XS BT fsyne ), fsyne O A /1 E %
t, JGBEKERE &M, WEKGRIGET R M, BITWRERFZJEERRIRE.
NIRRT X BT 2 0 R G5 BIRIRERE (R log flush), &ENXEERI/INEEFF 4L
BATE M, FEEFERAERESE, E-T, BHRESEITN. BERNETFIREER
R . BOFES. B EERNRSGRAAEE - NMRERERFR, xR
log_recover, WEMRFREXRNZERGHABRHRN, REEEZ )5 E A KE
R RET, WMEBRFWAEERERMN, FEEFERRE B BN 5 5% A o] RELEAT A
—ANF R FRIE S R G e R, RATH O AL R,

PRE — log_begin — ‘ log_flush — log_apply ——  log_commit —— POST
|

L %over —— REC

B 4-2 I —MEHIRKH T, EARERTMARANE, RANERRSIERXS. &
BXHREKE KM, LBENERRSHBRFME, FAR-BERRMERER.
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NTIEHIXFE—ANTZ MR C R IEMT, AR EIERIE ¢ ZHAT, FHHERAT
ZHTC IR BRSO, BATEA (1) CHEBZMHMERBITZIEHAL, Ba (2) &
MR R REF 18 1T 2 G AT

X T2 — Bl E R AT P G0, FRATT L I A T FE 7 (0 A0 B 2 A2 5 28 — S Tl RE I
ATEAMN, F—NTREFNEEFMESEE FREPTHREF MBS, HXFE—ETF
.

X158 AL A R RS O, FRAT I 2 ZUIE PR A A S AR 0 R S R 2R A X K A
MR B %A, WRRRT G B AR S 5 T2 7 R 440

TEIXPAE DL, B R OC R E FEh R 77 A3, X SR VR ERATTREATHIE A 1
Bk, 1 CHL HEZEHLTH, 4 HSRIGE S 5 MIEH# R M Ltac F27, BUnHTE & IFRE
G2 R T I G B AR, IABATN Ltac FEFF AT DA S5 X AN d e, JFR AR
ANTHEIATFINMUE, Ebrry, @RI, TFRA G R IR T AR
BIROL . fEEE T RME TS ERANIANARFES T RUEHS R, HHBfRR B4
FETHIEY.

4.2 ERARRRFZEIITE

UER] CHL RV i e A2 2 RN LA 1) s IS P B D0 SR AS A4 7 A 37 1) g it
Feo SRS EEEEM, CHL B STRF LU =AU L& RN, R HUN A4 14
FE

(P} € {P}{R) (P} Gy (P33R,

{P} Cy; C, {Ps}{Ry V R,} (4-1

P'>P {P}C{Q}R} @=>Q R=>R .
{P} C{Q'HR"} (4-2)

{P} C{QHR} w3

{P+5S}C{Q «SHR * S}

CHL 7EUF BH IR B i o] LA Blia T DAL (R0, B E FRATT B A 28 8 i i B A 352 2% 4 T 1Y
HIVE, 3 NFE o AN A 2R B AN D IR

4.2.1 BForE

CHL F 55— N B 5 H 40 & 0 PRE IR B B A5 70 i B — R B BIE ] 5%, X — R IE
B LS AE T — B B BIE B .

BAKYL, CHL %8 C h /NP, HEGEEA DRI E XG5 %0, |4
BB/ NEPROSH —/MEWFG T RN, WnREANHE SRS, FDEE. CHL &
Jefis C BIRTE %Mo, HH AT — AP AW AER X%, (1) Suiskts, Zak
C WIRTE &AM, B2AT— PRI G B R AR X N U AP IRRT E %04, D& (2D
YRTD BRI AR C I ok . WARIT C s — NP IR, S RE— b
BREZEIR C 1Y )5 B 2R IR B L5 .

than, #EEE 3-2 i inc_two BREL, 7EE 3-3 W4 T E A B AR,
TG, CHL 2% EX log begin MM, log begin MFIELER 4-3 g, Xar~4EMA
WEBI XSS, —& inc two HIRTE FMFZELLR log begin KIFTE %A, JFH log begin M
TR SR E IR ine two MY TR A 1.
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SPEC log_begin ()

PRE disk = log_rep(NoTxn, start_state)

POST  disk E log_rep(ActiveTxn, start_state, start_state)
CRASH disk & log_rep (NoTxn, start_state)

K 4-3 log begin KA

4. 2.2 HAEZE%

FEREF o R Ja = A WIE B SR S ik B, thdn ine two H T & 5% 1 20 W
log begin WHTE %A, CHL AR¥E— [ i85 2> 57 RIIE I AN 25K AT

TR RS O, CHL 2 MM T- 70 B2 48 () S5 M RAE BT o 24 inc two 38— RIFH
log write i, FATFTEEULHF *x a; »> (v, vsy) *x a, — (vy, vsy)éﬁﬂ%l F *a - (vy,vsy), CHL
2 HIKa; - (vy,vs) 5a > (g, vsg) ILEE, FHFIXEL T MAE B 55 FI L R L4, A5
K FILECAF « ay > (vy,vsy,), XFESBEXMER LS, RE¥a, > (vy,vs,) 115 S
N B3 TR IR X 5.

A EAE XS AL BN, FEITRE TN, B ZAIGNRE T 24 E R
R ULEL, —AME R B — AN E s E R RR, 534N 18 2R R ZE R 2R
TNo

4.3 UERAREIE XS

HITHAUR 1 HA 5 35 5% AR G 2 4] B S uE B, 6k 1 58 PR 28 A B R A ]
FERT DB R 3 s 758, than i 3-5 s iaiie, R R 2 w550, CHL
AT DL AR it 4% A B RV B R AE W LG T SR A BT, E PR SRRV B U R ik
FH -

{PyCc{e}XRr} {R}IR{SHR}
{P}Cx R{QVS}

PRI RN 5 PR A2 AR n ik A2 3k A2 P T B 2 A BB A2 C A 9 5t 2% A S B 5 B e 2, R

CHIRMI G E XM nl2 QM S, HMAKCHR—EISITHERMZQV S,

4.4 RHFANBIIERR

Xt T 50 R AACRIE AR 2 e e W 5t 2 PRV, R IR 38 SO

FE B E CVERIERT R, BT fsyne FYSEBLE M HEJZ KK gecommit, gecommit
MISEBLRMLT H AR commit [SEHL, MNHE B2 K A APIRES T 2RI B SO 2105
R LRSS commit UL, #RERER G WK HEEW, WRZEEE, i
2.3 1 A H G P B 120 B B R A AL B RGP

KEE geommit HEIKEE NIRRT MK MEE LGB TIEY], Bikad R
i a, BAT&PE— RPIRUEN] 55, BIRT— AN RN B A i o r B A1, 3
BT AR gecommit (YA SR AR AT AL Ltac 945 ) hoare SRIEXS H ARiEAT L
{7, hoare SRMESEPr b 7E B 2 BAT L ULAS, BRUNZMK R+ 704, hoare HIEATLLH
ENSEREN], IEMIAS T ISR R H AR, B 7 2T Eh AT U .

i E T A A £ R T AN RE R B A A UL RS, AR R ZIRA TR € SURIT, 12
HCEUEH I —2e g 2, A BN S B A7 e B

UE) T B AR R VE 2 5, BATTRT LB EGE R R RE B R i R, B
TR IR (0 358 2 AF 400 B S KR B 26 AR IR HL Fsyne (088 I8¢ 26 1 th 4R VR I R (R i
B, W AUEB AT LSS K

4-1
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EHE WE-IXHRS

KB AsyncFSCQ, A T IR RFACTIRE, RN — LS B A, Bk
AT T g prix L 1] S FSCQ i i AZ e

5.1 #tik

‘ System Calls ‘

!

‘ Directory Tree ‘
B T
‘ Directory
S

‘ Block-level File

!

‘ Inode

|

‘ Bitmap Allocator ‘

}
L w

B T

‘ Buffer Cache ‘

& 5-1 AsyncFSCQ H) &% pE

Bl 5-1 fE7x T AsyncFSCQ #EAKMEEH, HikERR T & Z MK B . &RIKZER
BufferCache HHIRAL T — NGRS BRI, FraxtFREE VI CEFEHERGK
0]) ot P M, HEBHRG DL B T AR SO SR O .
Bitmap Allocator £xSEEl—ANM By BLas, XA B o> Bo#s BE A T Hepyoric, AT %51
R . Inode BEHSEIL T 2R 51 AUIXANZ IR, Inode 23 HIPR 43 BL 4% 5k 23 e BL 4% A0 [A]
P, Block-level file 2B Fa%h LIE— MY, Directory 2 7EH S 1) 3 fil
ESEILESK, Directory Tree 2% H s FIBSCHFH S — AN H # M BIS5 M, &2 A A0 & 4
PC 2% ok 2y BL Bl IR 51715 58, BB 2 LS5 1 7 USRS R 5t

Bl 5-2 R AsyncFSCQ HIBERE /AT, B2 B (1902 2R G0 L i LAt 350 20 PE R A%
FHMER, FHH mkfs #WJIEL .

5.2 XPFLHANK
7E FSCQ 11 sosp15 HURAH, SHEA SR RS RAM, BT I 54 B S 0 begin
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1 commit HEFE,

X AR B KRR OE S RmET, WA SRR, M35 5 #5258
HEIN ARSI ZAAIREZ A2 5RE, 78 FSCQ B MEE, BT A B ek £ #E
1T WAFRES I EAFZAPIRES . WARIRSTR 12 5 RS2 55 HH % 42 S5O N A7 B Ba (B 33
M ATIRETE W R A G AT . B HE BTG A N APIRSER S B B, 7R 554
AT RIS fige 22408 AP IR A Hh O BAELAS Ble 4 BB TR) AP e 2 B A

TESCHE 0 R A, FATTR 2 R ADFHEN T WAARES B S Wiz A i) @
HLLUF LM TT

R IATA DI — AN e R AR R, XM EICR RN NARE BN, FERB N
PR T AL L BT S 550G B W AP RS B S, BT EoR B Bea B, AR T A7 AE
(0] R, X 7 FE AT NPT B R B I — 28, ZNSHER 2R NAARS B SN &
R, X — R FRAT I 75 T SR B A L E A E B A T B . A — 5w, R T B —A
A RIC R A R, BATKR XS EE 26 177 A BT A R oh, XERARA
MR B, AT RENG AL 2 MRS, I AR T R LRI K
Y

TRBANTAT LUK A 1) 4 R AR AR N SR B, XA SRR UK E I E LT,
BMRPATE NS, INSHEE T INRTEDRIKEGEZR AR, X
& FSCQ [ 82 TAE AR AU 0i, AR FE— R 7 220 e B s EOR e b AT 2 0, 0T
—ANITHZE T F R, FEREEMARIERZ FHEZERK, BB E A ERIFERN T
e

ZRBATERHFERK S, BRERANSEFRNE LR BRI NAPRE KBS Xk —
RARATAN T ZE0T JFR I T A7 BR HE: I HEAT B 20, W USRS 2 B A2 11, 75 BB e ) 2 3
SRR BG5S 55 TH AR B I SR A 2 I8 5 IR, WARIRES A, WL
FEXAN WARIRAS T RE S Z AT I B o (HX PRI VAR ) @2, ToiE b B 55 b b 1
O, AR —ANFEY T abort 81, HERIELFATHES, HEKAFRSEANTSZ
B AT RS APIRAS B B 2 e i o FRATTHEAE TR T — S/ 154 H 0 3 A 1) R At ke

5.3 FiSEHIEES

N T RE SR AT S L, I BN S 3 BCZ AT 550 AT BSOS B B i,
T ZAERRA P RE P AL R G ATC SRAE Z AT RGN AFIRS B, PR A B AR IER
ATTRT LA 24 1 25 55 1k R 8 A R OR 1 A AR RS 4k 8218 4T, BAIFRZ AT bk

ARG D5 1) BIAEAE (B, B S ASEAE 1 S B0 At 1), 2L
2T H S IR AR ST, BAT MR BIXAME O, X AT S5 AT Pise b, ek
(RO, AT Z ALK B AT BT 55 RN N ARSI /S A, X0 R
R R EEPATAE AT A ARG B, BRI S50 AN & INAE AL & b, KRR B
1B H 1
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EAE MR

S E LA 5T AsyncFSCQ [ R4 1al %, (1) AsyncFSCQ fEisFIEFERIMERE. (2)
AsyncFSCQ BE B EREMIEIA . (3) AsyncFSCQ H 55 35 e A4V IR H0 30 J& 75 IR

6.1 NZFMEEEMIR

AsyncFSCQ A B eI 4T £ Mk tF, GFEISAFEAR 5528 5, SEhrfli A, FRATA LR
AsyncFSCQ FIZ24T GNU %0 TR, bl 1s, grep %%, Zm##y, Ul vim, emacs, 3{FIF
& LTH, tblngit, gee, make 2545,

6. 1.1 Mk &

FAT5 AT T RN S SE Bt MR as AT E UL AR G400 HLAS F, CPU =2
Intel i5-3230M 2. 60GHz, 12GB DRAM, i&4T#E Ubuntu 16. 04 t,512GB SSD, FAI1A AsyncFSCQ
%W iFAE GHC 8.0.1 E.

BATHIMAR 2> A% FSCQ A1 AsyncFSCQ IS SCHE R SE, FSCQ AE IR SEHE, 78 FSCQ
HH, MRS R R R, TAE AsyncFSCQ oY, BRINMIFH SR ARL . 15
TAMERMRRT, X RS SR 8192 E XXMM, MRS 64 F
1, BTSRRI, AN — BRI, B — B Y TR E
IS EAER R E . IF HARUE 7 40— JZ 76 3 Ik 2 (OUT _ITER) * 1 #8 91 #h Ik %5
(IN ITER)=8192., AT M N EIEH RSB N 1, 2, 4, 8, 16, 32, 64, 128, 256, i
AR 25 R~ A 6-1.

AL T S VAT AR, B git whE—ANTH, MEFEDH, #R
KB UL S MBSO, k4l RAan il 6-2.

6. 1.2 ZEF5HT

Bl 6-1 fern T 5 SCH A eI i i 45 51

200
150

%1m

E 50 o
0

1 2 4 8 16 32 64 128 256

B HE

B 7] /s

=®—AsyncFSCQ ==@=FSCQ

& 6-1 5 CH EHR
iR EIR T AsyncFSCQ AHXS T FSCQ 19 1/0 Mg R M3 BIRMirRR T4
Z AN GHEAE AT — IR, BIMPAAAR RN T 58 BT A 5 45 B 7 B S 8] . Bk
BEEFIRH G —RIESBE L, T AsyncFSCQ K, Fr i A& R m > 17—
e, BRRTE T RO FH B fsyne BIREGRD T —2F5, X ULEH fsync & B [RFE 2% 1 2R
XFF FSCQ ki, T RREHEEMSHTRINEWRE, BRIEZNEHIESIHAE I,
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A DL ST I Q4R ERL LI TR)VH Rt 2 ik
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git clone make grep rm

IBATIS [E] /s

B AsyncfSCQ M FSCQ

B 6-2 BAFTT R IR [E]JR
K 6-2 Jeom 1A IT AR AR AR I T, XA R BT T AsyncFSCQ AHEE - FSCQ A
ABKRKIVERETRTT . T grep M H¥P LB ERERAE, BAMENS, DI K A 5
.
fEF—FEMIE, X T AsyncFSCQ AT PEREFETHIAS ], FATH AT HR A T A2
e, A 2 AR T it — B fsyne FREL

6.2 WAL

FATR P TT HIE AsyncFSCQ ISKBLR A IRFAAAE . — RBATEL ZOIFTT, T
THE linux B extd A RGP RGIRIF . —&, FKET AsyncFSCQ BT RIS AR
I TR SRR B IR R R OIS i, BRATTBE A LR IR

HWRLHTIT extd ARG git HE, BRI 7R PRI, @it
Sedwi, B AsyncFSCQ BLF XL AT R BLA 5, JF IR )RR AsyncFSCQ #P
LRV R IBT B o HF B AsyncFSCQ AT P i 5E B A UE B R HE B 503 £ 0] B HH LA I A

FETF R AsyncFSCQ HIRE T, AW B — e e s € H, TIEIEN M
JoE A1 ) >k T 3O S i) 0 R ) e G AR IE B R AR G R T A K R U A s
JRST I 5 A I 1 BT L 2% AR L kD TR SR 0 AR IR IR, e J BRI T
XTAAEIRS IR, T SR TCIEUE W] € B RO, AT AR BL 13X B RS A R I 9
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VERIFICATION OF ASYNCHRONOUS PERSISTENCE
IN FILE SYSTEM

The file system is the cornerstone of storing and retrieving permanent data, but they are
complex enough to have bugs that might cause data loss, especially in the face of system crashes.
How to write a bug-free file system remains to be studied.

Formal verification is the only known method to guarantee that a system is free from errors.
Currently there are many outstanding works in the area of formal verification, which shows the
feasibility of using formal verification method to compose complex systems. FSCQ is one such file
system which is verified to be crash safe. The later work of FSCQ add support for deferred durability.
To study the formal verification method adopted in FSCQ, we choose sosp15 branch of FSCQ as
my start point and implement my version of asynchronous persistence in file system. In this paper,
AsyncFSCQ, based on FSCQ, aims to (1) support deferred durability by adding a interface, i.e.
fsync(). Compared to FSCQ, they modify all the internal function interfaces to support deferred
durability and we use the original interfaces to do that. (2) A precise specification of fync API is
brought up. In FSCQ, they use metadata-prefix specification to support more complex optimizations
and we adhere to the original specification framework. (3) The implementation of asynchronous
persistence is proved to meet its specification. So we can ensure that AsyncFSCQ will not lose data
under any sequences of system crashes. The evaluation shows that AsyncFSCQ outperforms FSCQ
by an order of magnitude.

In detail, implementing write-ahead logging is the common way to make sure that the on-disk
data structure is in a consistent state when the system crashes and restarts. For a naive logging
protocol, many disk writes and expensive disk barriers are imposed. For example, an operation that
writes to a single disk block would require 4 disk writes and 4 disk syncs to complete. Sophisticated
file systems implements several optimizations to reduce the number of disk operations. For example,
Linux ext4 employs deferred apply, group commit, log checksum and log bypass. This dissertation
describes how we use group commit to batch multiple transactions so we can amortize number of
disk syncs across multiple small transactions and potentially reduces the number of disk writes by
merging writes from multiple transactions.

In POSIX specification, the behavior of fsync() and fdatasync() are not well specified. To
simplify the question, our fsync() are defined without arguments. All transactions are default to be
batched and synced to disk when applications invoke fsync(). If, unfortunately, system crashes
before applications are able to call fsync(), the data written to disk after last fsync() are lost. In this
way, we will have a clear understanding of what fsync should do in the face of crashes and we
specify this specification using the CHL (Crash Hoare Logic) framework. CHL is an extension of
Hoare Logic, which is brought up in FSCQ. Hoare Logic is written as a triple, which describes how
the execution of a piece of code changes the state of the computation. CHL extends Hoare Logic
with a crash condition that allow the developers to specify the state of the disk before the crash and

CHL also contains a recovery semantics that allow the developer to specify the recovery procedure
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to run if the system were to crash. In addition, CHL abstracts an asynchronous disk model so the
disk driver can cache and reorder the writes to disk. To express similar predicates at different level
of abstractions, CHL uses logical address space to hide the low level details.

After writing the specification for fsync, we need to prove that the implementation meets its
specification. A key challenge is how to reduce the proof burden for the developers. As an example,
we consider a simplified version of fsync. It consists of a sequence of call to log_begin, log_flush,
log_apply and log_commit. To prove that the specification of fsync is correct, we need to show that
if fsync is executed and the precondition is held before execution, either the postcondition holds or
the recovery condition holds after recovery finishes. For the first case, we must show that the
precondition of fsync implies the precondition of log begin, and the postcondition of log begin
implies the precondition of log_flush, and so on. Similarly, for the second case, we need to show
that the crash condition of all procedures implies the precondition of the recovery procedure. And
the crash condition of the recovery procedure also needs to imply its precondition. After
successfully executing the recovery procedure, we will reach the recovery condition of fsync.

In this way, we can follow the control flow of the program or function and divide it into a
sequence of procedure calls, supposing the specifications of which we have already proved. We
then generate a series of proof obligations like described. Some obligations generated are trivial and
can be proved automatically. Others involve complicated predicate implications. These predicates
are descriptions on disk states and different levels of logical address space. For the same level of
address space, predicate implications can be done automatically and the predicates on both side of
the implication can be “canceled out”. What is left usually involves different levels of predicate
implications and this needs to be finished by the developers.

We evaluate AsyncFSCQ and show that its I/O performance is better than FSCQ by an order
of magnitude. We write a microbenchmark, which consists of 8192 writes to disk. Each time we
write 64 bytes. The program uses a two-tier iteration. Each outer iteration will invoke disk sync, so
the number of inner iterations is equivalent to the number of transactions batched. We alter the
number of inner iterations and draw several conclusions. First, for the same number of batched
transactions, AsycFSCQ outperforms FSCQ by an order of magnitude on average. Second, more
transactions we batch, better performance we get. Specifically, as we double the number batched
transactions, the execution time of the program decreases to half, which shows that fsync is the
bottleneck in our program. And by carefully using fsync in our program, we can extract more
performance. We also run AsyncFSCQ with real world software, such as GNU coreutil (rm, grep,
etc.) and software development tools (git, make and so on). The experience of running such software
shows that for software involving writes to disk, AsyncFSCQ is way faster than FSCQ.

Evaluation of performance is not enough. We also need to give proofs that AsyncFSCQ
supports deferred durability correctly. To do that, we conduct a bug study on ext4 file system. By
categorizing the bugs found, we manually check whether these bugs can happen in AsyncFSCQ
and whether AsyncFSCQ prevents them. The results exhibits that AsyncFSCQ is complicated to
have all the categories of the bugs and it is able to prevent all of them except concurrency bugs, as
concurrency is not supported in AsyncFSCQ.

Formal verification can prove that out implementation meets the specification and in a way
shift the possible bugs from implementation to specification. Whether our specification is correct
also need to be evaluated. There are several ways to do that. The most straightforward way is to
manually checking the specification. Since our specification only contains 2 lines of precondition,
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2 lines of postcondition and 1 line of crash condition, it is easy to spot any possible errors in it than
tens of hundreds lines of implementation. Also, we can compose theorems on the basis of our
specifications. If we end up in proving these theorems, we can safely say that the specification has
the properties shown in the theorems.

At last, I’d like to share a few words on development efforts. This project takes me into the
world of formal verification. From nothing known about this area, I pick this project as my
graduation project in January. The first few months have seen a great efforts spent in learning the
basic of Coq programming and proving in Coq. In March, I start to dig into the FSCQ project and
come up with the idea of supporting deferred durability. And another month is spent in following
this project, how it designs the domain-specific language, how the thinking of functional
programming is used in this project, how to write Haskell, how the CHL framework works and so
on. And now in June, I successfully add a simple functionality in FSCQ. The process shows that
using formal verification to compose systems is manageable. And once stepping into this world,
there is more to learn and more I can do. For future work, we can implement more optimizations in

AsyncFSCQ and add concurrency support for our file system.



